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motivating factor as stealing personal information is to a cyber thief.    
 
For proof of this concept, look no further than groups like Anonymous 
with their varied issue driven attacks on government, religious 
organizations, and corporate websites.  Or the Syrian Electronic Army, a 
collection of hackers who, apparently in support of the government of 
Syrian President Bashar al-Assad use denial of service attacks, 
defacement, and other methods to target political opposition groups 
and western websites. 
 

 groupestern websites.   
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With a name like “Target”… 

“They had to be hit.”   
 
If you were a cyber thief with a 
cruel sense of  irony, what better 
company would there be  to attack 
than Target? Clichés aside, the 
reality is that our enemies do 
think this way. To a Hacktivist, 
sending a message is as much a 

Although the Target  attack does not 
appear to be perpetrated by a 
Hacktivist (recent reports suggest 
Russian organized crime is involved) 
this attack speaks to a larger issue 
that should make executives in every 
industry shudder in the context of 
their cyber security – “The Proof of 
Concept”.   
 
“Proof of concept” is the term 
attributed to attacks that 
demonstrate possible vulnerabilities 
in systems and software. When news 
of the Target attack broke, many 
security industry experts warned  
that it was indeed proof 
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of concept. Although others 
claim there is no direct link 
between Target and the Neiman 
Marcus attack that followed just 
days later, it is certainly enough 
to make any reasonable person 
wonder.  
 
Stuxnet (largely believe to be 
carried out by Israel and the US) 
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is another example of a proof of concept attack.  The virus, deployed to 
cause damage to Iran’s Bushehr nuclear facility in the hopes of slowing 
down Iran’s march towards achieving nuclear weapons capabilities, was 
the first widely know and documented attack against industrial control 
systems used in critical infrastructure.  
 
Israel and the US are not alone in their use of offensive cyber warfare 
tactics.  In October of 2013, hackers managed to infiltrate and shut 
down an enormous tunnel system in Israel, causing massive traffic jams 
for multiple hours.  While sources indicate that the attack didn't come 
from a state actor, this strike demonstrates another proof of concept 
attack – the use of cyber warfare against civilian targets.  
  
In the case of cybercrime, the attacker is after one thing - money.  The 
victim’s brand damage or public humiliation may or may not even be a 

factor in the hacker’s list of 
objectives.   However, when 
tallying the total cost of the 
attack, the intangible losses 
may very well outpace the 
actual dollars spent on 
remediation and restitution. 
 
The bottom line – between 
the tangible costs, the 
intangible cost of loss of 
brand reputation, 
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the negative media attention, and now (in 
the case of Neiman Marcus) the potential 
costs of litigation, data breaches driven 
by any motivation can be catastrophic.  
 
If customer confidence and trust is 
paramount to your firm’s success, you 
cannot afford to be a target.  Educate your 
resources and protect your company 
from the next “Proof of Concept” attack.  
 
Knowledge is your best defense.  
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